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1
MO PAU
Tinh cap thiét caa dé tai

Vén d& dam bao an toan thong tin cho cic hé théng mang, hé thong thong tin 13 mot
van dé khong méi nhung ngay cang trd thanh mot doi hoi co tinh cip bach hién nay. Cung
véi1 su phat trién mot cach nhanh choéng cua hé théng mang Internet va cac tién ich cia no,
viéc bao dam an toan thoéng tin cang trd nén cip thiét hon bao gio hét. Dic biét trong bdi
canh mot vai nam trd lai day, cac h¢ théng mang cua Viét Nam lién tuc tré thanh cac muc
tiéu tan coéng pha hoai, xdm nhép trai phép, 14y cip thong tin ciia Hacker nudc ngoai, trong
do dac biét 1a tir cac Hacker Trung Qubc. Day thuc su 1a tinh trang bado dong bdi rat nhiéu
cac may bi truy cép trai phép thudc cac mang cua cac B, ban, nganh, td chirc luu gitr, soan
thao céc thong tin quan trong qudc gia hodc cac thong tin tai chinh, k¥ thuat quan trong.

C6 nhiéu phuong phap ca vé k¥ thuat 1an chinh sach da dugc dé xuét, 4p dung nham
dam bao an toan thong tin nhu: trién khai cac hé thong tuong lira (Firewall) nhiéu 16p, hé
thong phat hién xam nhap trai phép (IDS), cac hé thong xac thuc, cac hé thong bao mat thiét
bi dau cudi (Endpoint). Tuy vy, giai phap phat hién xam nhdp trai phép (IDS) van ludn 1a
mot trong nhiing giai phap quan trong, duoc quan tim trién khai.

C6 nhiéu cach dé phat hién cac xAm nhdp trai phép hé thong mang. Thong thuong
dugc phan lam 2 loai chinh: Misuse Detection (phat hién dya trén sy lam dung) va Anomaly
Detection (phat hién bat thuong). Cach thirc phat hién dya trén sy lam dung phan tich céc
hoat dong cua hé théng, tim kiém cac su kién giéng voi cac mau tan cong da biét trude. Cac
mau tAn cong biét trudc ndy goi 1a cac dau hiéu tin cong. Do vy cach thirc ndy con duge
goi 14 cach thirc phat hién dua trén dau hiéu. Kiéu phat hién tan cong ndy c6 vu diém 13 phat
hién cac cudc tan cong nhanh va chinh xac, khong dwa ra cac canh béo sai lam giam kha
ning hoat dong ctia mang va giup cic ngudi quan tri xac dinh cac 16 hong bao mat trong hé
théng cua minh. Tuy nhién, cach thitc nay c6 nhugc diém 1a khong phat hién dugc cac cudc
tAn cong khong ¢ trong co sé dit li¢u, cac kiéu tn cong moi, do vay hé théng ludn phai cap
nhit cac mau tan cong moi. Trong khi d6 cach thirc phat hién bat thuong 13 k¥ thuat phat
hién thong minh, nhan dang ra cac hanh dong khong binh thudng cia mang. Quan niém cua
cach thirc ndy vé cac cudc tan cong 1a khac so véi cac hoat dong thong thuong. Ban dau,
chung luu trir cdc mo ta so lugc vé cac hoat dong binh thuong ctuia hé théng. Cac cudc tin
cong s& c6 nhiing hanh dong khac so véi binh thudng va cach thirc phéat hién nay cé thé
nhan dang. Do d6, cach thirc phat hién xAm nhap trai phép dua trén bat thuong mang hién
nay dang tr& thanh hudng nghién ctru chii yéu ddi véi cac hé thdng phat hién xam nhap trai
phép.

Hoc may (Machine learning) 1 k¥ thuat cho phép giai quyét van dé hodc ra quyét
dinh dua trén dir liéu va kinh nghiém. Véi hoc may, chuong trinh may tinh str dung kinh

nghiém, quan sat, hodc dir li¢u trong qua khur dé cai thién cong viéc cua minh trong tuong
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lai thay vi chi thyc hién theo diing céc quy tac da dugc lap trinh san. Chinh vi thé, viéc tmg
dung Hoc may trong phat hién xdm nhép trai phép, dic biét ddi véi phat hién bat thuong, 1a
phl hop va can thiét trong béi canh hién nay.  Chinh vi vay, hoc vién chon d¢ tai luan van
“Nghién ctru cac phuong phap hoc may va ing dung trong phat hién xam nhép trai phép”,
trong d6 tap trung nghién ctu Gmg dung hoc may trong phat hién xdm nhip mang bat
thuong.
Muc dich nghién ciu
- Nghién ctru cac phuong phap hoc may;
- Nghién cttu mot s cach thic phat hién xam nhap trai phép. Tir d6 wng dung phuong
phap hoc may phat hién bat thuong mang.
Péi twgng nghién ciru va pham vi nghién cieu
- Pbi tugng nghién ctru: Cac phuong phap hoc may; phuong phap phat hién xam nhap
trai phép dac biét 1a phat hién bat thuong mang; cac luong dir liéu trén mang.
- Pham vi nghién ciru: Phét hién bat thuong trong mang may tinh.
Cau truc luan vin
Noi dung cta luan van duoc trinh bay trong ba phan chinh nhu sau:
1. Phan m¢ dau
2. Phan ndi dung: bao gdm ba chuong
Churong 1: Tong quan vé cdc phwong phdp hoc mdy
Trong chuong nay, luan van s& trinh bay khai niém vé hoc may; phan loai céc
phuong phap hoc may chu yéu 1a phuong phap hoc may c6 giam sat va phuong phap hoc
may khong cé giam sat; tiép d6 s& trinh bay mot sd thuat toan hoc mdy tiéu biéu cia cac
phuong phap hoc may, trong d6 di sdu vao 3 thuat toan hoc may la SVM, K-NN va One-
class SVM sé& duoc st dung trong umg dung phat hién xdm nhap mang bat thuong néu &
chuong 3.
Chirong 2: Phdt hi¢n xdm nhdp trdi phép va cdch tiép cgn bang phwong phdp hoc
may
Trong chuong nady, luan vin sé& trinh bay khai niém vé xam nhap trai phép; phén loai
phat hién xam nhap trai phép dua trén ngudn dir liéu (Network-based, Host-based) va dya
theo phwong phap xur Iy (Misuse Detection, Anomaly Detection); cach tiép can phat hién
xam nhap trai phép dua trén bat thuong bang phuong phap hoc may; Mb ta bai toan dé xuit
trong luan van.
Chuwong 3: Ung dung phwong phdp hoc mdy KNN, SVM va One-class SVM dé
phit hién bdt thwong
Trong chuong ndy, luin vin sé trinh bay vé viéc thir nghiém tmg dung phuong phap
hoc méy dé phat hién xdm nhip mang bat thuong: gidi thiu vé mé hinh thir nghiém, trong

d6 gidi thidu vé cach thic xdy dung cac bo dit lidu thir nghiém & dang Netflow (tir bo di
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lidu thir nghiém dang Tcpdump cia DARPA, ISCX); cach thirc cai dat thir nghiém; két qua
thir nghiém va danh gia két qua thir nghiém.

3. Phan két luan
CHUONG 1. TONG QUAN VE CAC PHUONG PHAP HQC MAY

1. Gi6i thiéu vé hoc may

Hoc mady, con goi 1a May hoc, (tiéng Anh: Machine Learning) 1a mot linh vuc cua tri
tué nhén tao lién quan dén viéc nghién ctru va xay dung céac ki thuat cho phép cac hé théng
"hoc" ty dong tir dir liéu dé giai quyét nhitng van dé cu thé.

Hoc may 1a kha nang cua chuong trinh mdy tinh st dung kinh nghiém, quan sét, hodc
dir liéu trong qua khir dé cai thién cong viéc ciia minh trong twong lai thay vi chi thuc hién
theo dung cac quy tac da duoc 1ap trinh sin.

2. Phan loai cac phwong phap hoc may
2.1.Phwong phdap hoc mady co giam sdt

Hoc c6 giam sat (supervised learning): 1a mot ki thuat ciia nganh hoc may dé xay
dung mot ham (function) tir dit liéu huan luyén. Dit liéu huan luyén bao gém cac cip gdm
d6i tugng dau vao (thuong dang vec-to), va dau ra mong mudn. Pau ra ciia mot ham cé thé
la mot gia tri lién tuc (goi la hoi qui), hay co thé 1a du doan mét nhin phan loai cho mot ddi
tuong dau vao (goi 1a phan loai). Nhiém vu cta chuong trinh hoc ¢6 giam sat 13 du doan gia
tri ciia ham cho mot ddi tugng bat ki 1a dau vao hop 1¢, sau khi d3 xem xét mot s6 vi du
huén luyén (nghia 13, cac cap dau vao va dau ra twong tng). Dé dat duoc diéu nay, chuong
trinh hoc phai tong quat hoa tir cac dit liéu sin co dé du doan duoc nhimng tinh hudng chua
gap phai theo mdt cach "hop 1i".

Hoc c6 giam sat co thé tao ra 2 loai md hinh. Pho bién nhét, hoc ¢6 giam sat tao ra
mot md hinh toan cyc (global model) dé anh xa ddi twong dau vao dén dau ra mong mudn.
Tuy nhién, trong mét sb truong hop, viéc anh xa dugc thuc hién dudi dang mot tdp cac mod
hinh cuc bo.

Céc phuong phap hoc may co6 giam sat thong dung:

- K-Nearest Neighbor (K-NN);
- Support Vector Machine (SVM)
2.2.Phwong phap hoc mdy khong co giam sdt

Hoc khong c6 giam sat (unsupervised learning) 1a mot phuong phap cia nganh hoc
may nhdm tim ra mot mé hinh ma phu hop véi cac quan sat. Khac véi phuong phap hoc
may c6 giam sat, phuong phap hoc khong cé gidm sat 1a dang hoc may trong do6 cac vi du
dugc cung cap nhung khong c6 gia tri dau ra hay gia tri dich (hay néi cach khac, dit lidu
huén luyén khéng duoc gan nhin phan loai). Thay vi x4c dinh gia tri dich, thudt toan hoc

may dua trén d tuong tu gitra cac vi du d€ xép chung thanh nhiing nhém, moi nhom gom


https://vi.wikipedia.org/wiki/Ti%E1%BA%BFng_Anh
https://vi.wikipedia.org/wiki/Tr%C3%AD_tu%E1%BB%87_nh%C3%A2n_t%E1%BA%A1o
https://vi.wikipedia.org/wiki/Tr%C3%AD_tu%E1%BB%87_nh%C3%A2n_t%E1%BA%A1o
https://vi.wikipedia.org/wiki/H%E1%BB%8Dc_m%C3%A1y
https://vi.wikipedia.org/wiki/T%E1%BA%ADp_hu%E1%BA%A5n_luy%E1%BB%87n
https://vi.wikipedia.org/wiki/Ph%C3%A2n_t%C3%ADch_h%E1%BB%93i_quy
https://vi.wikipedia.org/wiki/Ph%C3%A2n_lo%E1%BA%A1i_b%E1%BA%B1ng_th%E1%BB%91ng_k%C3%AA
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cac vi du tuong tu nhau. Hinh thirc hoc khong giam sat nhu vay goi la phan cum
(clustering). Ngoai phan cum, mot dang hoc khong gidm sat pho bién khac 14 phat hién luat
két hop (association rule). Luat két hop c6 dang P(A | B), cho thiy xac suét hai tinh chat A
va B xuat hién cing v6i nhau.

Céc phuong phap hoc may khong c6 giam sat thong dung:

- One-class SVM,;
3. Mot so thuit toan hoc may
3.1.Thudt toan hoc mdy co giam sat: Support Vector Machine (SVM)

SVM 1a mot cong cu manh va pho bién dé phan 16p dit liéu 16n va nhiéu chiéu. May
vector hd tro (SVM) duoc dé xuat boi V. Vapnik va cac dong nghiép vao nhitng ndm 1970 ¢
Nga, va sau d6 di trd nén ndi tiéng trong nhirng nam 90 cua thé ki trudc.

3.1.1. Tong quan vé SVM

Cho mot tap dit liéu huan luyén biéu dién trong khong gian vector, trong d6 mdi dit
liéu duoc bicu dién 1a mot diém. Pic diém co ban cua thuit toan SVM 14 tim ra mét siéu
phang quyét dinh tot nhat dé chia cac diém trong khong gian thanh hai 16p riéng biét duoc
danh sb 1a +1 va -1. Chat luong cua siéu phang duoc quyét dinh boi khoang cach (duge goi
la bién — margin) cua diém dit liéu gan nhét ctia mdi 16p dén mit phiang nay. Khoang cach
bién cang 10n thi siéu phang quyét dinh cang tét va viéc phan loai cang chinh xac. Muc dich
cia SVM Ia tim dugc khoang cach bién 16n nhat va 15i tach sai 1a bé nhat.

Nhu vay viéc tim ra bién cuc dai 1a van dé cét 161 quyét dinh dén chat lwong phan
loai cua phuong phap SVM.

Cho tap mau {(x1,Y1), (X2,¥2), ..., (Xn,Yn)} V6i x; € R" thudc vao hai 16p nhin y; € {-
1, +1} 1a nhan 16p tuwong Ung ciia cac x; voi -1 1a nhan biéu thi 16p am, +1 14 nhan biéu thi
16p duong.

Ta c6 phuong trinh siéu phang chira vector X, trong khong gian nhu sau:

xX,.w+b=0 (1.2)

Trong d6 w 13 vector phap tuyén n chiéu va b 1a gia tri ngudng.

Vector phép tuyén w xac dinh chiéu cua siéu phang h(x), con gia tri ngudng b xac
dinh khoang cach giita siéu phang va géc.
+1 khix,.Ww+b> 0 (1.2)
—1khix,Ww+b<0

Bai toan dat ra 1a 1am thé nao dé tim ra mit phang phan tach h(¥) tdi wu, tirc 1a tim w

biat h(x;) = sign(x,. w +b) = {

va b sao cho bién ctia mit phang phan tach 1a cyc dai.

3.1.2. Phén 16p tuyén tinh

Hinh thirc don gian ciia viéc phan 16p 1a phan 16p nhi phan: chi gdm hai 16p duong
(+1) hodc am (-1). Phan 16p nhi phan sir dung ham gia tri thyc h: X< R" — R 12 ham tuyén

tinh, tvong tmg dauray e {-1,1}. C6 dau vao x = (Xq, Xy, ..., X,) duwoc gan nhan y = (-1,+1).
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Véi { X*={xlly' =1} . \{h(x) >0, Vx € XV (1.3)
X~ ={xt|yt = -1} h(x) <0, Vx € X~
Boi h(x) 12 ham tuyén tinh nén
n (1.4)
h(x) =<w.x > +b = ZWixi +b
i=1
Tir d6 rat ra siéu phang phan chia thoa man cong thirc sau:
y(wx;+b =1v6ii=1,2,...,n (1.5)

Vé mat hinh hoc, cic phén tir ciia khong gian dau vao X s& thudc mot trong hai phan
dugc phan tach boi siéu phang xac dinh boi biéu thirc <w.x> + b = 0 véi <w.x> 1a tich vo
hudng.

Trong khong gian hai chiéu thi cac diém c6 phuong trinh <w,x> = 0 tuong tng voi
mot duong di qua gbc toa do, con trong khong gian ba chiéu thi né 1a mot mat phang qua
gbc toa do. Bién b dich chuyén mat phang di mot khoang so véi mét phang gbc toa do.

Nhu da dé cap o trén, van dé cot 16i 1a lam sao dé tim duoc siéu phang h(x) tdi uu,
tirc 12 tim w va b dé khoang cach bién la cuc dai.

Goi m la d0 rong cua bién. Ta phai tim w va b sao cho m 1a 16n nhat.

V6i mdi mat phang phan tach thi ta dinh nghia ra duoc hai dudng nam vé hai phia
tach cac diém co dau duong va ddu am goi 1a dudng cong va duong trir. Pudng cong 1a
duong nam vé phia 16p c¢6 dau duong, dudng trir ndm vé phia diu am. Cac diém nam trén
hai duomg nay duoc goi 1a cac vector hd trg.

Phuong trinh ciia duong cong law'x +b =1

Phuong trinh ctiia duong trir la w'x + b = -1

Tinh dugc w va b ta c6 duoc phuong trinh cia siéu phang.

3.1.3. Phan 16p tuyén tinh v&i truong hop khong phan tach dugc

Thuat toan phan 16p tuyén tinh trong trudng hop khong phan tach duoc con goi 1a
thuat toan C-SVM. Gia sir ¢6 bai toan nhu sau:



* denotes +1

* denotes -1
- & -
® & ;
[ . - @
- & ® g

Hinh 1.1: Vi du bai toan phan loai tuyén tinh khong tach biét

Theo hinh trén, ton tai cic diém c6 nhin duwong nhung nam vé phia nhan 4m va
nguoc lai. Trong thyc té, cac dit lidu thuong khong phan chia tuyén tinh. Truong hop phan
16p tuyén tinh va phan tach duoc 13 1y tudng va it xay ra. Néu tap dir lidu chira nhiéu thi cac
diéu kién co thé khong dugc thoa man, do d6 co thé khong tim duogc gia tri téi uu cia w va
b. Dé chip nhan mot s 15, ta thay thé rang budc dang bat dang thirc & (1.5) thanh:

yiw.x;+b)=21-véii=1,2,..,n (1.6)

trong d6 ¢;1a cac bién phu khéng am.

Pbi voi mot vi du bi 16i thi & > 1 va Yi & 1a gidi han trén cua 18i cua cac vi du huan
luyén.

Ngoai ra ta phai tich hop 18i vao ham muyc tiéu bang cach gan gia tri chi phi cho cac
16i.

Ham ti uu hoa tro thanh:

1 n (1.7)
— Nk
> Iwll? + 6(21 )

véi rang budc:

_"”:'{W'-'T; + h} 21 -'é’:'
£ >0

Trong d6 C > 0 1a tham s6 xac dinh mrc d6 chi phi 18i (penalty degree).
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Gia tri cua C cang 16n thi mic d6 chi phi cang cao ddi voi cac 16i. N6 thiét 1ap muc
d6 quan trong ctia viéc cuc dai bién va giam s luong bién phy ¢;. Pay chinh 13 cong thiic
SVM bién mém (Cortes va Vapnik, 1995). Gi4 tri k thuong duoc str dung 1a 1 dé thu dugc
biéu thirc di ngdu don gian hon.

Nhu vay theo nhu ham ti wu hoa & trén,ching ta van s& phai tim cuc tiéu coa |[w]|?,
ngoai ra phai thém ca khoang cach cua cac diém 15i dén vi tri dang ciia nd

Dé giai quyét bai toan cuc tiéu hoa nay, ta cling str dung bién d6i Lagrange nhu trén,

v6i1 bi€u thue Lagrange nhu sau:

1 n n n (1.8)
L=l +C ) &= D Alyiw.x +b) =1+ = )
i=1 i=1 i=1
trong d6 A; > 0 va p; > 0 1a cac hé sé nhan Lagrange.
T do6 ta co tap diéu kién Karush Kuhn Tucker nhu sau:
n (1.9
L:/V = W—ZAiyixi =0
i=1
n (1.10)
Ly = —2 Aiyi =0
i=1
yiw.x; +b) =1+ =0 (1.12)
pigi =0 (1.14)

Chu y rang ¢; va cac hé s6 nhan Lagrange khong xuat hién trong biéu thirc d6i ngiu
va ham muc tiéu giéng nhu trong truong hop SVM bién cing & trén, chi khac ¢ diéu kién
rang budc. w cling dugc tinh theo (1.9).Tuy nhién gia tri cia b phu thudc vao g; , ma ta lai
chua c6 gia tri cua ;.

Nhu vay ta co thé sir dung mot mau X, nao d6 thoa man diéu kién trén dé tinh duoc
gia tri cua b.

T d6 ta co két luan sau:

- Néuii=0thiy; (wx +b)>1va¢ =0
- NéuO<A;<Cthiy; (Wx +b)=1vag =0
- Néurj=Cthiy; (w.x +b)<1vagi>0

Két ludn trén cho thay: cac diém nim ngoai vién thi c6 gia trj A; =0 va ching chiém

s6 lwong 16n trong tip huin luyén. Cac diém nim trén vién 1a cic vector hd tro thi co A

khac 0. Con lai cac diém bi 101 chinh la cac diém co A; = C.



3.1.4. Phan 16p phi tuyén tinh

Trong nhiéu trudng hop thi phan 16p phi tuyén c6 do chinh xac cao hon. Tuy nhién
phan 16p tuyén tinh thi thuit todn don gian hon. Vi thé ngudi ta nghi ra cach dé phan 16p
tuyén tinh c6 thé ap dung sang cho phan 16p phi tuyén.

Huéng giai quyét 1a anh xa dit liéu sang mot khong gian rong hon, dé cho chung tré
thanh c6 thé phan loai tuyén tinh. Trong khong gian nay, cac diém dit liéu tré thanh kha tach
tuyén tinh hodc c6 thé dugc phan tach véi it 161 hon so vé6i trudong hop st dung khong gian
ban ddu. Mot mit quyét dinh tuyén tinh trong khong gian méi s& twong ing v6i mot mit
quyét dinh phi tuyén tinh trong khong gian ban déu.

X — (x)

Tur do:

f(x) =w.g4(x) + b

Mién anh xa duoc thé hién nhu trong hinh duoi:

Input Space Feature Space

Hinh 1.2: Chuyén déi khong gian biéu dién
Khong gian biéu dién ban dau duoc goi 1a khong gian dau vao (input space);
Khong gian biéu dién sau chuyén doi dugc goi la khong gian dic trung (feature
space);
Chiéu cta khong gian dic trung lién quan kich thudc khong gian dau vao. Thong
thudng s6 chiéu ciia khong gian dic trung 16n hon nhiéu sé chiéu cia khong gian ban dau.
Mot diém dir liéu s& duoc dic trung boi toa do (x;, yi). Khi anh xa n6 vao khong gian dic

trung nhiéu chiéu hon, gia sir 1a khong gian 3 chiéu, thi phép bién dbi s& la:

H(x,.%,) = (47,33, \2xx, )



>
X
Hinh 1.3: Khong gian diu vao
AY
®
® o

e o
e . >
@ X

@

Hinh 1.4: Khong gian dic trung
Tir d6 viéce tinh todn w va b twong ty nhu trong trudng hop tuyén tinh.

Bai toan cuc dai hoa sé€ ap dung voi:

n 1 & (1.15)
Ly(A) = Z A — > z Aidiyiyik (x;. x;)
i=1 ij=1
V01 cac rang budc:
2.4y, =0
]
C=420Vi=1,..,n
trong do:
k(xixg) = ¢(x). ¢ (%) (1.16)

duoc goi 1a ham nhan (kernel).
Phuong trinh cta siéu phang:

£(2)=Y Ayk(x.z)+b=0

i=|
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Viéc chuyén doi khong gian truc tiép co thé gip van dé vé sd chiéu khong gian qua
16n. Ngay ca khi khong gian ban dau c6 s chiéu khong 16n thi thong qua viéc anh xa van c6
thé tra vé mot khong gian méi ¢6 sb chiéu rat 16n. Tir d6 chi phi cho viéc chuyén d6i ciing 1a
rat 16n. Ham nhan duoc sinh ra dé giai quyét van dé do, khi chung ta c6 thé chuyén dbi
khong gian khong theo mot cach truc tiép, ma theo cach gian tiép. Theo do, ta chi can tinh
dugc tich vo hudng cua hai vector d(x) va d(z) ma khong cin biét gia tri cua timg vector
do.

Tuy nhién 1am sao dé biét mot ham 12 ham nhan hay khéng thi ta phai st dung diéu
kién Mercer, dugc dinh nghia nhu sau:

Tiéu chuan dau tién dé chon mot ham nhan k 13 phai ton tai ¢ dé k(x,y) = ¢ (X). ¢ (y)

Ta c6 mot s6 ham nhén co ban nhu sau:

- Ham nhéan da thirc c6 dang: K(X, y)= (X.y +1)9 véi d 1a bac da thuc

- Ham bén kinh co ban Radial Basis Function K(x, y) = e~ l*-¥l*/20®

- Linear Kernel: K(x, y) = (xTy)¢

- Sigmoid Kernel: K(x, y) = tanh(xx"y + 6) trong d6 tanh 1a ham tang huperbol, din

t61 mang no ron sigmoid hai 16p (mot 16p no ron an va mot no ron dau ra)
3.2.Thudt toan hoc may co6 giam sat: K-Nearest Neighbor (K-NN)

3.2.1. Tong quan vé K lang giéng gan nhat

Thuat toan K lang giéng gan nhat - K Nearest Neighbors (KNN) duoc sir dung rat
pho bién trong linh vyc Data Mining. KNN 1a phuong phap dé phan 16p cac d6i tuong dua
vao khoang cach gan nhat giita d6i tugng can phéan 16p (Query point) va tat ca cac d6i tuong
trong tap hudn luyén (Training Data).

Mot ddi twong duoc phan 16p dua vao K lang giéng cua nd. K 13 sé nguyén duong
dugc xac dinh trude khi thuc hién thudt toan. Nguoi ta thuong dung khodng cach Euclidean
dé tinh khoang cach giita cac ddi tuong.

3.2.2. Thuat toan K-NN

1. Xac dinh gia tri tham s6 K (s6 lang giéng gan nhat)

2. Tinh khoang céach giita di twong can phan 16p (Query Point) véi tat ca cac ddi
tugng trong training data (thuong st dung khoang céc Euclidean)

3. Sap xép khoang cach theo thir ty ting dan va xéac dinh K lang giéng gan nhét véi
Query Point

4. LAy tat ca cac 16p cua K lang giéng gan nhat da xac dinh

5. Dua vao phan 16n 16p cia lang giéng gan nhét dé xac dinh 16p cho Query Point

Trong hinh duéi, training Data duoc mo ta boi dau (+) va dau (-), ddi tuong can dugc
xac dinh 16p cho n6 (Query point) 1a hinh tron dé. Nhi¢m vu 1a uéc lugng (hay dy doan) 16p
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cua Query point dua vao viéc lya chon so lang giéng gan nhat véi nd. Noi cach khac 1a can

biét liéu Query Point s& dugc phan vao 16p (+) hay 16p (-)

Hinh 1.5: Hinh K lang giéng gan nhat
3.2.3. Ham tinh khoang céach
P6i v6i mot ddi twong mdi can phan 16p, thuat toan KNN gan phéan 16p cia d6i
tuong nhu mot hodc nhiéu di tuong tuong tu nd nhat. Nhung lam thé nao dé dinh nghia
dugc do tuong tu?
Phan tich dir liéu xac dinh thudc do khoang cach dé do do twong tu. Mot thude do
khoang cach hoic mot ham khoang cach d mang gia tri thyuc, sao cho véi bat ky toa do x, y

va z nao thi dam bao cac tinh chat.

1. dx,y) = 0,and d(x,y) = Oif andonly if x = v
2. d(x,y)=d(y,x)
3. d(x,z) <d(Cxe,y) +d(y,2)

Tinh chdt 1: dam bao khoang cach giita 2 toa do 1a khong am, va khoang cach = 0
khi cac toa do la nhu nhau.

Tinh chdt 2: chi giao hoan. Khoang cach tir toa d6 x dén y bang véi khoang cach tir
y dén x

Tinh chdt 3: 12 bat dang thic tam giac: cho thém 1 toa do thtr 3 thi khong bao gio co
thé rat ngan duoc khoang cach giira 2 toa do khac

Ham khoang cach phd bién nhat 1a ham khoang cach Euclide, ddy 1a cach tinh
khoang cach thong thuong trong thyc té

(1.17)

dEuclidean(x' Y) = Z(Xi - Yi)z
i

Véi x = X1, Xo,...,.Xm V@Y = VY1, Vo, ...,¥m. Dai dién cho m gia tri thudc tinh cua 2 dbi

tuong x va y (ban ghi).
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Pbi véi cac gia tri lién tuc ¢6 thé str dung chuan héa Min — Max hoic chudn hoa Z-
Score
- Chuén héa Min — Max:

¥+ = X —min(X) X —min(X) (1.18)
~ range(X)  max(X) — min(X)

Trong do:
X : 1a gia tri thudc tinh cua doi tugng
min(X): 14 gi4 tri nho nhat trong mién gié tri cua thudc tinh
max(X): 1a gia tri 16n nhit trong mién gia tri cta thudc tinh
- Chuan hoa Z-Score:

_ X —mean(X) (1.19)

X SD(X)

Trong do:
X : la gia tr1 thudc tinh ctia doi tuong
mean(X) 14 gi4 tri trung binh trong mién gia tri ctia thudc tinh;
SD(X) 1a d¢ léch chuan cua thude tinh
Déi voi cac bién 1a danh sach thi do khoang cach bang Euclide 1a khong thich hop, ta
6 thé dinh nghia mot ham khac, st dung dé so sanh gia tri thudc tinh thir 1 ctia 2 ban ghi

nhu sau:

| 0 ifx = 1.20
Different(x;y;) = { 1 o[helrwi:é .

Trong d6: xi, yi 1a thudc tinh thtr i loai danh sach ctia dbi twong x va y
Sau d6 co thé thay thé ham Different(x;y;) cho thudc tinh th i trong thudc do

khoang cach Euclide noi trén.

3.2.4. Chon K

Trong thyc té, khong c6 cach chon niao duoc cho 1a giai phap tét nhat. Néu chon K
nhé thi khi phan loai hay du doan dé bi anh hudng bdi cac gia tri ngoai lai (nhiéu). Thuat
toan bi tinh trang qua khép dir lidu (overfitting) mét di kha khai quat chung cta dir liéu. Con
khi chon K qua 16n thi cac dic tinh riéng biét (cac lang giéng gidng nd nhat) tir tap huin
luyén s€ bi bé qua (Iam min dir li€u).

3.3.Thudt toan hoc mdy khéong co giam sdt: One-class SVM

3.3.1. Tong quan vé One-class SVM

One-class SVM dugc dé xuat boi Scholkopf dé uéc lugng su hd trg ciia mot phan bd
chiéu cao (a high-dimensional distribution). Cho mot tap dit liéu khong duge danh nhan bat

ctr thong tin gi, One-class SVM x4y dung mot ham quyét dinh, theo d6 s& ly cac gia tri +1
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tron mot viing nhoé bat dugce hau hét cac diém dir lidu, va l1ay gia tri -1 trong truong hop con

lai.
3.3.2. Thuat toan One-class SVM

Bai toan One-class SVM: Cho mét tap huan luyén khong cé bat ky thong tin ndo vé
nhan phan loai nhu sau:
x; € R%i=1,2,..,1 (1.21)

Dé phan chia tap dir liu tir tdp gbc, One-class SVM can giai phwong trinh
(Scholkopf —2001) sau:
(1.22)

wi,p

l
RASE))

mlnzww p Ul.lfi
1=

Vi rang budc:

E>0i=1,.,1

Trong d6 @ 1a ham anh xa, gia tri w va p cua (1.23) c6 dang ham quyét dinh tuyén
tinh nhu sau:

fx) = sgn(wT¢(x)) —np) (1.23)

1 1a mot ngudng duoc sir dung trong ham quyét dinh (1.24) dé tong quat hoa cac dit licu la
thudng. Vi cac 1y do tinh toan, thay vi giai (1.23) truc tiép, One-class SVM sé giai dong thoi
2 bai toan sau:

1 (1.24)

min=a’Qa
a 2

V&1 rang budc:

0<aq, < =1,....1

1
— . I
v

e a=1
Trong d6 Q;j = K(x;, X;) =®(x;) D(x;). Loi gidi gid tri a cta (1.25) s& dugc s dung dé tinh
CAC gi& tri w va p cua (33). Dé gitip ngin chin sb hang sau diu chdm trong tinh toan trong

khong gian dic trung nhiéu chiéu, SVM str dung ham nhan K(x;, X;) ZCD(xi)TCD(xj) la ham
Radial Basic Function (RBF), 14 loai ham nhan hop 1y nhat hay st dung trong SVM.
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||, — x2||2 (1.25)
20% )
CHUONG 2. PHAT HIEN XAM NHAP TRAI PHEP VA CACH

TIEP CAN BANG PHUONG PHAP HQC MAY

K(xy,x;) = exp(—

1. Khai niém vé xam nhip trai phép
1.1.Xam nhap trai phép

Xam nhép trai phép mang may tinh 1a hanh vi dot nhap vao mang (tdn cong mang) dé
truy cap, thao tac hoac lam dung mot s6 tai san co gia tri trén mang.

Phat hién xam nhap 1a tap hop céc ky thuat va phuong phap dugce sir dung trong qua
trinh theo ddi cac su kién bt thuong dang nghi ngd xdy ra trén mot hé théng may tinh hoic

mang, tir 6 phan tich tim ra cac dau hiéu su ¢ c6 thé xay ra.
1.2.H¢ thong IDS
1.2.1. Khai niém

IDS 1a tir viét tit tiéng Anh cua Intrusion Detection System hay con goi 13 hé thong
phat hién cac truy nhap trai phép. Theo dinh nghia ciia Wiki, mot hé thng phat hién xam
nhap IDS 13 mét thiét bi phan ctng hodc phan mém theo ddi hé théng mang, co chirc ning
giam sat luu thong mang, tu dong theo doi cac sy kién xay ra trén mdt h¢ théng mang may
tinh, phan tich dé phat hién ra cac van dé lién quan dén an ninh, bao mat va dwa ra canh bao.
IDS ¢6 nhiém vu ra quét cic goi tin trén mang, phat hién cac truy nhap trai phép, cac dau
hiéu tAn cong vao hé théng tir d6 canh bao cho ngudi quan tri hay bd phan diéu khién biét

vé nguy co xay ra tin cong trude khi né xay ra.
1.2.2. Thanh phan cta hé thong IDS

Kién tric ciia hé théng IDS bao gém cac thanh phan chinh: Thanh phan thu thap goi
tin (information collection), thinh phan phan tich goi tin ( Dectection), thanh phan phan hbi
(response) néu géi tin d6 dugc phat hién 1a mot tin cong ciia tin tic. Trong 3 thanh phan nay
thi thanh phan phan tich goi tin 1a mot thanh phan quan trong nhat va & thanh phan nay bo
cam bién dong vai trd quyét dinh nén chiing ta di xau vao phan tich bd cam bién dé hiéu r6

hon kién tric ciia hé thong phét hién xAm nhap 13 nhu thé nao.
2. Phan loai phat hién xAm nhép trai phép theo ngudn dir liéu

Dua trén nguén dir li€u co hai loai hé théng phat hién xam nhap: Network Based IDS
va Host Based IDS.
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2.1.Phat hi¢n xam nhdp trdi phép trén mang (Network-based)

Network-based Instrusion Detection System (Hé théng phéat hién truy nhdp cho

mang) 12 mot giai phap doc 1ap dé xac dinh cac truy nhap trai phép bang cach kiém tra cac

ludng thong tin trén mang va gidm sat nhiéu may tram.

Network-based
IDS System

Hinh 2.1: Hé théng Network-based 1DS (NIDS)
2.2.Phat hién xam nhdp trdi phép trén mdy chu (Host-based)
Trong hé thong HIDS (Hé théng phat hién truy nhap dua trén may tram), cic Sensor
thuong thuong 1a mot phan mém trén mdy tram (Software agent), né giam sat tit ca cac hoat

dong cua may tram ma n6 nam trén do.

Host Based IDS

—| Firewall!
= ~" Router

Internet

Hinh 2.2: Hé théng Host-based 1DS (HIDS)

3. Phan loai phat hién xam nhap trai phép theo ky thuit phan tich dir li¢u

Phat hi¢én xam nhap trai phép dua vao k¥ thuat phan tich dir li¢u c6 hai phuong phap
chinh 1a phat hién dua trén sy lam dung (Misuse Detection) va phat hién su khong binh
thuong (Anomaly Detection).

3.1.Misuse Detection

Phuong phap nay phan tich cac hoat dong ciia hé thong, tim kiém céc sy kién giong
v6i cac mau tan cong da biét trudc. Thong thudng hé thong s& luu trir trong co s& dit lidu
nhirg goi tin ¢6 lién quan dén kiéu tan cong tir trudc dudi dang so sanh duoc, trong qua
trinh xtr 1y sy kién s& duoc so sanh Véi cac thong tin trong co sé dir liéu néu giéng hé thong
s& dua ra canh bao hodc ngin chin. Cac miu tin cong biét trudc nay goi 1a cac dau hiéu tan
cong. Do vdy phuong phap nay con dugc goi 13 phuong phap do dau hiéu (Signature
Detection).
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A typical misuse detection system

madfy existing rules

[\ Rule
| Aucit Data |-.| Systemn profile

match ?

Timing
Information Add new rules

Hinh 2.3: Hé théng Misuse Detection
Kiéu phat hién tin cong bang dau hiéu c6 wu diém 1a phat hién cac cudc tin cong
nhanh Va chinh xéc, khong dua ra cac canh bao Sai lam giam kha nang hoat dong cia mang
va gilp nguoi quan tri xac dinh cac 15 héng bao mat trong hé thong cua minh. Tuy nhién,
phuong phap nay c6 nhuge diém 1a khong phat hién duoc cac cudc tin cong khong co trong

mau, cac kiéu tan cong méi.
3.2.Anomaly Detection

Pay 1a k¥ thuat do thong minh bang cich nhan dang cic hanh dong khong binh
thudng ctia mang. Quan niém cua phuong phép nay vé cac cudc tdn cong khac so vdi cac
hoat dong thong thudng. Ban dau, ching luu trit cic mod ta so luge vé cac hoat dong binh
thuong cta hé thdng. Cac cudc tin cong s& c6 nhitng hanh dong khac so véi trang thai binh
thuong do d6 c6 thé nhan dang duoc chung.

FProfile
update

== Behavior . Deviation? " anomalous -
Data source profile _behavior

Dynamic generation
of a new profile

Hinh 2.4: H¢ théng Anomaly Detection
Phuong phap do sy khong binh thudng ctia hé thong rat hitu hiéu trong viéc phat hién
C4C cudc tan cong kiéu tir chdi dich vu. Uu diém ctia phuong phép nay 1a c6 thé phat hién ra
cac kiéu tin cong mai, cung cip cac thong tin hiru ich bé sung cho phuong phap do su lam
dung, tuy nhién chung c6 nhugc diém 1a thuong tao ra mat sb lugng tuong ddi 16n céac canh
bao sai lam giam hiéu suit hoat dong cia mang. Tuy nhién phuong phap nay sé& 1a hudng
dugc nghién clru nhiéu hon, hoan thién cac nhuoc diém, dua ra it canh bao sai dé hé théng

chay chuan xac hon.

4. Phat hién xAm nhdp trai phép tiép cin bing phwong phap hoc may (Machine
Learning Approach)

Hé thong phat hién xAm nhap dya trén bat thudng c6 2 wu diém chinh so voi hé thong
dua trén ddu hiéu. Tht nhat, nd c6 kha nang phat hién cac cudc tn cong chua nhan dién
trude boi vi né c6 thé mé hinh hoa hoat dong binh thudng cia hé thdng va tir d6 phat hién ra
d6 1éch cua cac hanh vi bat thuong so v6i mé hinh d6. Uu diém tht 2 13 nd c6 kha ning tuy

bién cac ho so hanh vi binh thuong cho tat ca cac hé thong, cac iing dung va cadc mang. Do
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d6, n6 giup 1am ting muc d6 phirc tap ddi v4i ké tan cong khi ¢d ging thuc hién do tim cach
tan cong ma khong dé bi phat hién. Hé thong phat hién xdm nhép dua trén bat thuong hién
nay dang trd thanh xu hudng phat trién ctia cdc hé théng phat hién xam nhap; va dé gop
phan cai thién hiéu qua cta hé thong hién nay co rat nhiéu k¥ thuat duoc ap dung trong d6
c6 k¥ thuat hoc may.

Kién triic ctia mot hé théng phat hién xam nhap dya trén bat thudng duoc minh hoa
nhu sau: gém cac khéi co ban 1a khéi tham s hoa; khdi huin luyén va khdi phat hién. Khéi
tham sb hoa bao gdm cong viée thu thip cac dir liéu nguyén gbe tir mot hé thong giam sat
mang. Khéi huan luyén thyc hién tim kiém mé hinh cho hé thong st dung cac phuong phap
thil cong hodc tr dong. Khdi phat hién thuc hién so sanh hé théng dugc sinh ra tir khdi huin
luyén véi phﬁn dit liéu duoc tham sb hoa dua vao. Mot tiéu chi ngudng duogc lya chon dé
xac dinh dit liéu dwa vao 1a bt thuong hay khong. Cac phuong phap hoc may co thé gitp
xay dung cac mo hinh mét cach ty dong dua trén dir liéu huin luyén. Hién c6 mot s6 hudng
ap dung hoc may trong phat hién xam nhap trai phép dua trén bat thudng, d6 1a: phuong

phap hoc cé gidm sat va phuong phap hoc khong c6 gidm sat.

Monitored
environment
Parameterization

Intrusion Report

—

Hinh 2.5: Kién tric cia hé théng phat hién xam nhap dwa trén bat thwong

4.1.Phat hi¢n xam nhdp trai phép dwa vao hoc may co giam sdt

Phuong phap hoc c6 giam sat (hay con goi 1a phuwong phap phan loai) yéu cau mot
tap dit licu huin luyén dugc danh nhan chira ca dir liéu thong thuong va dir li¢u bat thuong
dé tir d6 xay dung mot mé hinh dy doan. V& mit Iy thuyét, phuong phap hoc c6 giam sat co
hiéu ning phat hién tot hon phuong phap hoc khong giam sat. Tuy nhién, phuong phap nay
tdn tai mot sd van dé anh huong téi tinh chinh xac. Pau tién, d6 1a kich thude cua tap dir
liéu huin luyén, nd qua bé dé bao tram hét tat ca cac trudng hop. Ngoai ra, viéc danh nhin
mot cach chinh xac cling 1a mot thur thach va tap dit li€u huén luyén cling tdn tai nhidu nén
giy ra tinh trang canh bao sai v6i tan suat cao. Mot s6 phuong phap hoc c6 giam sat thudng

duogc sir dung nhu: Mang Neural ¢6 giam sat, SVM, K-NN, mang Bayes va Ciy quyét dinh.
4.2. Phat hién xam nhdp trdi phép dwa vao hoc may khong co giam sdat

Phuong phép hoc khong c6 gidam sat khong yéu ciu can phai ¢ mot bo dit liéu huan
luyén. Phuong phéap ndy dua trén 2 gia thiét. Thi nhat, n6 gia thiét phan 16n két ndi mang 1a
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cac ludng dir liéu binh thudng va chi c6 mot sb it ludng dir lidu 1a bat thuong. Thir hai, né
biét trudc cac ludng dir liéu bat thuong 1a khic nhau vé mat thong ké so vai cac ludng dir
lidu binh thudng. Theo 2 giai thiét trén, cac nhém dir liéu cua cac trudng hop xuét hién véi
tan suat thuong xuyén dugc coi nhu 1a cac ludng dir liéu binh thudng, trong khi d6 cac
truong hop xuat hién véi tin suat khong binh thuong khac vai da sb cac trudng hop khac thi
dugc coi 12 bat thudng. Mot sé phuwong phap hoc khong co giam sat 1a: K-means, C-Means,
One-class SVM, k¥ thuat Clustering.

5. Mo ta bai toan deé xuat trong luan van

Trong pham vi ludn vin ndy, t0i d& xuét sir dung phuong phap hoc may c6 giam sét
(K-NN va SVM) va phuong phap hoc may khong giam sat (One-class SVM) dé thyc hién
kiém thir viéc phat hién xam nhap trai phép trong mang dya trén bat thuong dbi véi dir lidu

mang dang Netflow.

5.1.Lwa chon luong di ligu Net-Flow

Netflow 1a mot giao thirc do hang Cisco phat trién vao nhimg nam 1996, duoc phat
trién thanh mot cong nghé giam sat luu lugng mang. Netflow cho phép thuc hién giam sat,
phan tich, tinh toan luu lugng géi. Mot trong cac wu diém cua Netflow so véi cac giao thiic
khac 14 n6 cho phép dinh danh va phan loai nhiing loai tan cong nhu DoS, DDoS, Virus,
Worm, ... theo thoi gian thuc dua vao nhitng su hanh vi thay d6i bat thuong trong mang, dac
biét trong mang co6 luu lugng 16n.

Trén thé gidi hién nay ton tai mot s b dir lidu ndi tiéng nhu DARPA, KDD-99,
ISCX,... Tuy vdy, cac bod dit liéu nay ton tai & dang tcpdump, khong phai ¢ dang Netflow
nén khéng tng dung duoc trong nghién ctru vé IDS trén Netflow. Cac bd dit liéu ¢ dang
Netflow rat it, néu c6 thi hodc khong déy du hodc chua hoan chinh. Pé ¢6 bd dit liéu kiém
thir trong ludn vin, & phan sau, t6i s& trinh bay phuong phap xay dung bo dir liéu dang
Netflow.

5.2.Phdt hi¢n bit thuwong biang K-NN, SVM va One-class SVM

Vi cac thuat toan hoc mady KNN, SVM, One-class SVM da tim hiéu & chuong 1, t61
dé xuat sir dung cac phuong phap thir nghiém nhu sau:
- Thuat toan K-NN: lya chon K =1, 4;
- Thuat toan SVM:
o Ham nhan tuyén tinh (Linear kernel)
Ham linear kernel c6 dang:
Kiinear(x1,%3) = xTx, + ¢c,chonc =0 (2.1)
o Ham nhan da thic (Polynomial kernel)
Ham polynomial kernel cé dang:
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Kpory(x1,%,) = (ax]x, + )% chona = 0.25; ¢ = 0;d = 3
o Ham nhan RBF (RBF kernel)
Ham RBF kernel c6 dang:

Krpr (1, 2,) = e Va=-xl® chony = 0.25
o Ham nhan duong xich-ma (sigmoid kernel)
Ham sigmoid kernel c6 dang:
Ksigmoid (x1: xz) = tanh(axlsz +¢)
chona = 0.25;c =0
Thuat toan One-class SVM: str dung ham nhan RBF
Ham RBF kernel cé dang:

Krpr (1, 2,) = e Va=x2l® chony = 0.25

(2.2)

(2.3)

(2.4)

(2.5)
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CHUONG 3. UNG DUNG PHUONG PHAP HQC MAY KNN,
SVM VA ONE-CLASS SVM PE PHAT HIEN BAT THUONG

1. Mo hinh thir nghiém

M6 hinh thi nghiém gom cé:

Dataset Darpa/
ISCX tcpdump

Dataset Darpa/
ISCX tcpdump

Chuyén déi dir
liéu

Dataset Darpa/ Training set Testing set
ISCX netflow

10-Fold
ross-validatiog

One-class Flags

Dataset Darpa/ Bj kiém thir
ISCX netflow thudt toan hoc may
K-NN, SVM

B) kiém thir
thuét toan hoc may
One-class SVM

Dataset Netflow rat Két qua Dataset Netflow rat Két qua
gon kiém thir gon kiém thir

Hinh 3.1: M6 hinh kiém thir véi thuat Hinh 3.2: M& hinh kiém thir véi thuat

todn hoc may cé gidm sat todn hoc may khéng c6 giam sat

1.1.Gidi thi¢u bg dii liéu thir nghiém ciia DARPA va ISCX Research Center
1.1.1. Bo dit liéu DARPA Tcpdump

Bo dir lieu DARPA hinh thanh do Cuc duy an nghién ciru cao cap Bo qubc phong My
(Defense Advanced Research Project Agency) tai trg dé tai xay dung co sé dit liéu ma xam
nhap trai phép tai Phong thi nghiém Lincoln, Pai hoc MIT. Bé xay dung tap dit liéu nay,
cac nha khoa hoc da lay dwr liéu ciia mot mang quan su My khi hoat dong binh thuong lam
dir liéu binh thuong; sau d6 dua thém cac dir liéu xam nhap trai phép vao trong tap dir liéu
d6. Cach lam trén cho phép biét dugc chic chin dau 1a dir liéu binh thuong, dau l1a dir liéu
xam nhap trai phép.

Toan bo dir liéu co kich thudc khoang 10Gb, trong d6 gdm 54 loai xam nhap duoc
phan 1am 4 nhém: R2L (Remote to Local — Ia nhém céc xam nhap cho phép ké tan cong tir
xa lay duoc quyén cua nguoi dung may chua), U2R (User to Root — 1a nhém céc xam nhap
cho phép nguoi dung binh thuong trén may chu coé thé doat quyén quan tri root), DoS
(Denial of Service — 1a nhém tan céng tir chdi dich vu, phéa hoat tinh sin sang caa hé thong),
Probe (1a nhém tan cong do tham, anh huong dén tinh bao mat cua hé thong, ddng thoi cung
cap céc thong tin can thiét dé tién hanh cac budc tan cong tiép theo.
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1.1.2. B6 dir li¢u ISCX Tepdump

Information Security Centre of Excellence (ISCX) 12 mot trung tam nghién ciru vé an
toan thong tin cua truong dai hoc New Brunswick (UNB) — Canada. ISCX da xay dung mot
md hinh mang, mé phong cac cudc tan cong trong mang dua trén cac giao thicc HTTP,
SMTP, SSH, IMAP, POP3 va FTP. Nhitng ludng di liéu thong thuong va bat thuong duoc
bat giit va duoc danh diu. Bo dir lisu UNB ISCX 2012 I1DS bao gom dit liéu thu thap trong
vong 7 ngay, bao gom ca dit liéu thong thudng va bat thuong. Bo dir liéu ISCX ciing
& dang Tcpdump.

1.2.Chuyén doi dir li¢u tiv Tcpdump sang Netflow

Dé phuc vu cho dé tai luan van nay, toi da thuc hién xay dung Bo dir lidu dang
Netflow trén co s& bo dit liéu Tepdump dé ding trong 1DS (Két qua viéc chuyén doi dir liéu
tir dang Tepdump sang Netflow da dugc tdi trinh bay chi tiét trong bai bao khoa hoc “Bo dit
licu dang Netflow dung trong phat hién x&m nhap trai phep va tng dung” dugc dang trén
Tap chi Khoa hoc céng nghé théng tin va truyén thong, s6 1, thang 6 nim 2016 cua Hoc
vién Cong nghé Buu chinh vién théng).

DPau ra cua viéc chuyén doi dir liéu 12 02 bo dir liéu dang Netflow 1a DARPA
Netflow va ISCX Netflow

2. Cai dat thir nghiém
2.1.Tap dir li¢u thir nghiém DARPA Netflow
Nhu d3 dé& cap muc chuyén d6i dir liéu néu trén, sau khi chuyén d6i bo dir lidu
DARPA Tcpdump, t6i da thu thap va phan tach dugc 4 bo dit liéu netflow twong tng voi 4
may cha victim. Trong pham vi luin vin nay, t6i du kién str dung tap dit liéu thir nghiém la

tap dir liéu netflow cua may chu Pascal (172.16.112.50), duoc trinh bay chi tiét nhu sau:
Bing 3.1: Céc thong s6 co ban ciaa b dir ligu netflow may chia Pascal

Mo ta Giatri
S6 luong flow dén may chu Pascal 170.153
S6 luong flow tan cong vao may cha Pascal 29.416

S6 luwong flow binh thuong vao may chu Pascal 140.737

2.2.Tap div liéu thw nghiém ISCX Netflow

Nhu d3 dé cap muc chuyén doi dir liéu néu trén, sau khi chuyén d6i bo dir liéu ISCX
Tcpdump, t6i da thu thap b cac bd dir liéu netflow twong trng vai tirng ngay thu thap cua
ISCX. Trong pham vi luan vin nay, t6i du kién sir dung tap dix liéu thir nghiém Ia tap di
liéu netflow cua ngay 14/6/2010 cé ghi nhan xam nhap trai phép loai HTTP Denial of
Service, duoc trinh bay chi tiét nhu sau:
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Béang 3.2: Céc thong sé co ban cia bd dir liéu 1ISCX Netflow

Mo ta Gia tri
Tong s6 luong flow 18.682
S6 lwong flow tan cong 1.000
S6 luong flow binh thuong 17.682

2.3.Trich chon dic trung

Bo dit liéu netflow gdm rét nhiéu truong dit liéu khac nhau. Tuy nhién, dé ung dung
trong phat hién xam nhap trai phép, tdi lua chon str dung cac dat trung nhu sau:
Bang 3.3: Cac dac trung lya chon trong phat hién xam nhap trai phép

Tén cha dac trung Mo ta
Protocol Giao thuc cua két noi
Packets S6 lugng goi tin (packet) trong mot flow
Octets S6 lugng bytes trong mot flow
Flags S6 dang hexa biéu thi co cua flow

Céc dac trung duoc trich chon néu trén déu ¢ dang sé (numeric) nén rat thuan loi cho
viéc thir nghiém phét hién xam nhap trai phép bang phuong phap hoc may, md phong trén
phan mém Weka. Pic trung Flags duoc gan nhan 1a Normal hozc Abnormal biéu thi Flow
1a binh thuong hoic bat thudng duoc sir dung 1am nhan phan loai.

Thong tin vé bo dir liecu DARPA Netflow dugc dung dé thir nghiém nhu sau: gom 38.278
flows (dong dix ligu)
Béang 3.4: Thong tin b dir ligu thir nghiém DARPA Netflow may cha Pascal

Thugc tinh Gia tri

Protocol 1,6, 17

Octets 46 —8.279.218

Packets 1-179.983

Flags Normal (9.856), Abnormal (29.422)

Thong tin vé bo dir liéu ISCX Netflow dugc dung dé thir nghiém nhu sau: gém
18.682 flows (dong dix liéu)
Bang 3.5: Thong tin b dir liéu thir nghiém ISCX Netflow ngay 14/6

Thugc tinh Giatri

Protocol 6

Octets 46 —1.045.728

Packets 1-22.528

Flags Normal (17.682), Abnormal (1.000)
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2.4.Cai dit

Trudc khi thyc hién thir nghiém véi cac thuat todn hoc may K-NN, SVM va One-
class SVM, dit liéu can thuc hién chuan héa dé nang cao tinh chinh xac cho céc thuat toan
hoc may. Péi vai cac thuat toan hoc may co6 giam sat (K-NN va SVM), dit liéu duoc chuan
héa str dung bo loc Discretize cia Weka. Di véi thuat toan hoc may khéng cé giam sat
(One-class SVM), dir liéu duoc chuan héa st dung bo loc Normalize caa Weka.

- Ddi véi cai dat thir nghiém céc thuat todn hoc may cd giam sét, cach thac thir nghiém
va danh gia nhu sau:

Str dung phwong phép danh gia 10-fold cross-validation cua Weka d6i voi bo dir liéu
dataset day du. V&i phuong phap nay, bo dit liéu dataset day du s& duoc chia mot cach ngau
nhién thanh 10 tap con. V&i b 10 tap con, 1 tap con sé& duoc sir dung cho muc dich kiém
thir, 9 tap con khac duoc sir dung cho muc dich dir liéu huan luyén. Phuong phap 10-fold
cross-validation caa Weka sé& thyc hién lap di 1ap lai 10 1an véi tap dit liéu, mdi lan véi mot
tap con lam tap kiém tha. Két qua caa 10 1an thyuc hién s& duoc tinh gid tri trung binh dé xac
dinh hiéu nang tong thé cua ting giai thuat hoc may.

- Ddi véi cai dat thir nghiém céc thuat toan hoc may khdng c6 giam sat, cach thic thi
nghiém va danh gia nhu sau:

Thuat toan dugc str dung dé thir nghiém 1a One-class SVM. Do vay nhan phan loai
cta bo dit liéu chi 12 01 nhdn duy nhat. Bo dit liéu dugc sir dung trong qué trinh Training la
bo dir lieu Dataset gom cac Flow bat thuong. B dir liéu duoc sir dung trong qua trinh kiém
thir Testing 12 bo di liéu Dataset ddy dii dwoc gan nhan phan loai toan bo 1a bt thuong.

3.  Két qua va danh gia
3.1.Tiéu chi danh gid hé thong IDS

Céc thdng sb danh gia d6 chinh xac caa md hinh bao gém:

- Do chinh xac (Accuracy — AC) 1a s6 lwong miu du doan dang:

- True Positive (TP): ti 1é phét hién dung cac miu tin cong (cac nhin positive dugc
gan nhan positive)

- False Positive (FP): ti 1¢ phat hién sai cac mau khong phai 12 tin cong nhung lai gan
nhan 14 tin cong (cac nhan negative nhung bi gan nhan nham 14 positive)

- True Negative (TN): ti I¢ phat hién ding cac mau khong phai 1a tan cong (cac nhan
negative dugc gan nhan dung la negative)

- False Negative (FN): ti I¢ phat hién sai cac mau la tn céng nhung lai gan nhén la
binh thudng (cac nhan positive nhung bi gan nhin nham la negative)

- Precision (P):
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- Panh gia cac hé théng IPS ngudi ta chii yéu dya vao 2 thong sd False Positive ( canh
bao sai), True Positive (canh bao dung), dung ty & cua 2 yéu t6 nay ching ta co thé
xay dung nén duong cong ROC (Recevier Operating Characteristic Curve).

3.2.Két qud thir nghiém

Chi tiét xem tgi Muc 3, Muc 4 - Phy luc 01 cia Ban ludn van.

3.3.Ddnh gid

Dua trén két qua thuc nghiém, ta thu dugc két qua nhu sau:
- Ddi véi bo dir lisu DARPA Netflow

Thuat toan co6 giam sat Thuat_tp an [(hong
gidm sat
K-NN K-NN SVM SVM SVM SVM SVM
K=1 K=4 Linear Poly RBF Sigmoid One-class
97.1664 |97.146 |97.1282 |97.1714 |97.1664 |97.0391 0
AC % % % % % % 82.8072 %
TP | 0.997 0.997 0.997 0.997 0.997 0.997
FP | 0.104 0.105 0.105 0.104 0.104 0.108
P |0.966 0.966 0.966 0.966 0.966 0.965
AC
100.00%
95.00% q r 17 0
90.00%
85.00% H
80.00% H
75.00% 4 N ﬂ
& & H o Q‘\J \L
S &
R e \\@;@@‘“‘ NSz
%\\
OAC
Hinh 3.3: So sanh d§ chinh xac (AC) ciia cac thuit toan hoc may véi b dir liéu
DARPA Netflow
- Doi véi bo dit lieu 1ISCX Netflow
Thuat toan co6 giam sat '[huat_t,oan .
khong gidm sat
K-NN K-NN SVM SVM SVM SVM SVM
K=1 K=4 Linear Poly RBF Sigmoid One-class
AC | 99.7752 |99.7538 |99.7752 |99.7805 |99.7805 |99.7805 |87.1641 %
% % % % % %
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TP

0.999

1 0.999 0.999 0.999 0.999
FP | 0.002 0.003 0.002 0.002 0.002 0.002
P |0.961 0.956 0.961 0.962 0.962 0.962
AC
100.00%
98.00%
96.00%
94.00%
92.00%
90.00%
88.00%
86.00%
84.00%
82.00%
80.00%
MR o
¥ & D Q
S E TS
&N q\.@\» q\\&\é@&@éq OC_}\
q\s\‘
mAC
Hinh 3.4: So sanh d§ chinh xac (AC) cia cac thuit toan hoc may véi b dir liéu ISCX
Netflow
Nhdn xét:

Qua thtr nghiém vai hai bo dir liéu DARPA Netflow va ISCX Netflow, cac thuat toan
hoc may c6 giam sat c6 do chinh xac cao hon thuat todn hoc may khéng co giam sét;

Déi véi cac thuat todn hoc may co giam sat, do b dir liéu huan luyén va kiém thir da
duoc danh nhin dy du d6 chinh xac khi phan loai cao;

Ddi véi thuat todn hoc khdng giam sat (One-class SVM): do bo dir liéu chi danh mot
nhan phan loai duy nhit nén do chinh xac khi phan loai la khéng cao;

Céc dic trung duoc st dung dé thir nghiém ddi vai mdi flow 1a it (4 dic trung). Diéu

nay ciing gop phan lam tang d6 chinh xac cua cac thuat todn trong qua trinh kiém
thir.
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KET LUAN

1. Két qua dat duoc.

Luan vin da trinh bay duoc cach thic tng dung cac phuong phap hoc may dé phat hién
xam nhap trai phép trong mang dua trén bt thuong. Dya trén co sd ly thuyét cua cac thuat
toan hoc may SVM, K-NN, One-class SVM ciing cac Iy thuyét vé phat hién xam nhap trai
phép dua trén bat thuong, luan vin da thuc hién d& xuat mé hinh thir nghiém mét sé thuat
toan hoc may dé phat hién bat thuong trén bo dir liéu dang Netflow. Noi dung chi tiét cac
phan ma luan van da thuc hién duoc:

Nghién ciru mot cach tong quan vé phuong phap hoc may; nghién ctu chi tiét mot s6
thuat toan hoc may nhu SVM, K-NN, One-class SVM;

Nghién ciru vé hé théng phét hién xam nhap trai phép, mot sé hé thdng phat hién
Xam nhap trai phép, dac biét 1a hé thdng phét hién xam nhap trai phép duwa trén bat
thuong. Tur d6, d& xuat cach thuc phat hién xam nhap trai phép dua trén bt thuong
bang phuong phap tiép can hoc may;

Di xay dung dugc mot bo dir liéu thir nghiém dang Netflow bang cach chuyén doi tir
cac bo dir liu noi tiéng DARPA, ISCX & dang Tcpdump; trén co so bo dit liéu thir
nghiém dang Netflow d6 da thyuc hién thir nghiém phat hién bat thuong bang cong
cu WEKA sir dung cac thuat toan hoc may SVM, K-NN, One-class SVM.

2. Hudng nghién ctru trong tuwong lai.

Luan van mai dung lai ¢ viéc thir nghiém cac thuat todn hoc may trén cac bo dir liéu thu
nghiém Netflow. Trong twong lai, toi dé xuat huéng nghién ctu tiép theo:

Bo dir lidu dang Netflow 1a bo dix liéu méi, c6 nhiéu vu diém trong viéc nghién ctu
vé IDS. Do d6, trong tuwong lai toi s& tiép tuc nghién cau hoan thién cac bo dir lidu
dang Netflow;

Nghién ctu, cai tién cac phuong phap hoc may nham nang cao hiéu qua phat hién
xam nhap trai phép dua trén bat thuong trén cac dir liéu dang Netflow;

Tich hop vao hé théng bao mat cia mot co quan, to chirc dé gitp ting cudng an toan
thdng tin cho hé théng mang.



